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§  69% of people say that their explicit approval should be 
required in all cases before their data is collected and 
processed.  

§  Roughly seven out of ten people are concerned about 
their information being used for a different purpose from 
the one it was collected for. 
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General Data Protection Regulation  

Article 20. Data portability right  
 
“[the] data subject shall have the right to receive the 
personal data concerning him or her, which he or she 
has provided to a controller, in a structured, commonly 
used and machine-readable format and have the right to 
transmit those data to another controller without 
hindrance from the controller to which the personal data 
have been provided”. 

ACCESS Data portability right  
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§  This includes all data observed about the data subject 
during the activities for the purpose of which the data are 
collected, such as a transaction history or access log. 
Data collected through the tracking and recording of the 
data subject (such as an app recording heartbeat or 
technology used to track browsing behavior) should also 
be considered as “provided by” him or her even if the data 
are not actively or consciously transmitted  
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§  Shift:  
§  Individual (data 

subject) acquires 
power to 
distribute  
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USE Consent models 
Information tools   

§  Migration from paper to the digital 
§  eIC tools 
§  Online consent management  
§  Dynamic consent  
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Grady C et al. N Engl J Med 2017;376:856-867. 

 From analog to digital? 
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Dynamic consent 

https://www.hwcomms.com/DynamicConsent 
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§  Shift:  

§  Increased granularity 

§  Meaningful 
disclosure   

§  Monitoring of data 
uses  
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GOVERNANCE 

Participatory schemes 

Aggregation
+ Control

Data Cooperatives (MIDATA.coop)

Precision Medicine
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New Data Economy

Figure 1. Citizens aggregate data from different sources and make them 
available  for  precision  medicine  research  through  data  cooperatives  
Cooperatives offer new control mechanisms for individual data and new 
governance tools for aggregated data. *this figure is reproduced here as a 
prototype; it contains copyrighted material, and it cannot be published as 
such. 
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§  Shifts 

§  Citizen owned 

§  Federated system 

§  Augmented control 
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§  Trend towards more individual control (not just in rhetoric)  
 
§  Innovative models face challenges 

§  More synergy in innovation around control could be more 
effective 

§  Meaningful individual control will be crucial for data 
access and sharing 



“Big Data is not about the Data” 
Gary King  


